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Your personal files are encrypted!

Your important fles encryption produced on this computer: photos, videos,
documents, etc. Here 5 3 compiete st of encrypted fes, and you Can personally venfy
the.

Encryption was produced uing 3 unique pubic key RSA- 2040 generated for the
computer. To decrnypt Res you need 10 obtan the private key.

The single copy of the private key, which wil Slow you to decrypt the fes, located
0N 3 secret server On the Intemet. the server wil destroy the key sfter 3 trme
specified in this window, After that, nobody and never will be able to restore fios

To obtain the private key for ths computer, which wil automaticaly decrypt Sles, you
need to pay 300 USO / 300 EUR / simdyr smount in another umency.

Cick «figxts 10 select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immedkate

Private key will be destroyed on destruction of the private key by server
11/2/2013
9:30 AM

Tme left

13:19:33
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http://www.israeldefense.co.il/he/content/%D7%AA%D7%95%D7%9B%D7%A0%D7%95%D7%AA-%D7%9B%D7%95%D7%A4%D7%A8
http://he.wikipedia.org/wiki/%D7%91%D7%99%D7%98%D7%A7%D7%95%D7%99%D7%9F
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(Remote *RDP 9510179 mysnNa N0 2WnnY Aptpn 11vTnY nom neon 177 .(Phishing

VITOPNAN YN IWAND 3389 NPVLINON YW *von Twno Windows »awnna desktop protocol)
IMINVYIND 2VNNDD

.MIANNN MINYY (MOXNN NNON) NIDN AN Y GPIND P9 ,N9811 PDYTA DINMNY YN

: 790 TP NPATN DY MYSIN

.Windows n5yann no9ynd N5 NyIn

.DN2A VNNWND 1) M ROV T ,PD2T2 DINAPN MIAND

(N1 Firefox, IE, chrome) ©9797 1139 ,2uN12 11910 NXIDN NNDIN SV 1NN NPNY

9919 90T DYWN NYOIT NYTIN NINN

$INPN AYNNI) YNPIN IWNNI IND NPINA MPATN DINANY BT

9952 NNOTIVI NNINNT JNDNA N 2AWNNI NNPIND NNDINM NOYIND NN D XTND wn .1
pAVa))a) ONILIN NITY ANNY NOYANT NIIWNL PITAD INDNAY NNVIND INITY

SN TNIM A1) "NPVDMIPN MP>TD PLNN YW DIV NY9ON *DIMHOLIX MM PPRNY .2
(DM979TN DY NNN D912 VN B2 MDD DY M

DYY YN IVNY ANINKD ONDNA *DN9TaTa wonwnY .3

DNIVPONRN INITA ONYIP DY NHONON WIND .4

MNYL Dy ‘nbyan >xap PINNY v (Attachments )Monsa oynn D¥Ip MNYL PITY .5
TPNINN NNX D YHTI) NOIWNY DNDMD NX WY 89, 1wy CAB, MSILEXE, BAT nn»To
NP ND HY NN NTIVH NN NDIPN DY (icon)

PNAD IND IN I NIV ORN 1DOPTIAY N0 NN INIP DXNMA KD 1DMAVIN DPYPNY DIV .6
NOYYY NNYP NYTIND DRN INDIVWD NVP XIN DOXND POUIMNMDT RYNN OXD ,NYTIND XY NN 20

Microsoft: Enable or disable Remote Desktop — RDP 9y1») *

11991 — (PORT) v 19 *

Windows Update - Windows Help , Windows 7 -3 >0mwmixn 1157v0 Y¥ 901 18 noyan °
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https://technet.microsoft.com/en-us/library/cc727977(v=ws.10).aspx
https://technet.microsoft.com/en-us/library/cc727977(v=ws.10).aspx
http://he.wikipedia.org/wiki/%D7%A4%D7%95%D7%A8%D7%98_%28%D7%AA%D7%A7%D7%A9%D7%95%D7%A8%D7%AA%29
http://windows.microsoft.com/he-il/windows/turn-automatic-updating-on-off#turn-automatic-updating-on-off=windows-7
https://www.google.co.il/url?sa=t&rct=j&q=&esrc=s&source=web&cd=3&cad=rja&uact=8&ved=0CDEQFjAC&url=http%3A%2F%2Fwindows.microsoft.com%2Fen-us%2Fwindows%2Fwindows-update&ei=ShouVcT3MsbbarXdgZgB&usg=AFQjCNGmG4Abz3frVjNHrmvVfF_QRTMAwQ&bvm=bv.90790515,d.bGQ
https://cert.gov.il/Resources/Antivirus/Pages/default.aspx
http://www.eset.co.il/home/doc.aspx?mCatID=10480
https://cert.gov.il/Resources/browsers/Pages/default.aspx
http://www.file-extensions.org/filetype/extension/name/dangerous-malicious-files
http://www.file-extensions.org/filetype/extension/name/dangerous-malicious-files
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LDMINKI DY) Nya DN Ny Ny nmwyw HAdware oyons

wNNWNY X\omin) Smart-Screen n»xowN nx Internet Explorer 197971 NaYw vYOPMH NIaN .8
: DINIAN DMPNN DINNNL YHDY NPV (NNINNND J9THTN N2

Anti-Phishing e
BApplication reputation e
“Anti-Malware protection e

NoM NN .1 PN XY Windows SmartScreen Filter : n3onn by 1200 919 weop Yond

977N
[ == Windows o h
3 dows Apps+games PCs+tablets Downloads How-to Sign in
Get started Get help
SmartScreen Filter: FAQ f Internet Bxplorer 11 v | <=y

B . . Internet Explorer 11
What is SmartScreen Filter and how can it help protect me?

Internet Explorer 11 for Windows 7

Filter helps you identify reported phishing and malware websites and also helps you make informed dedfsions 3

Internet Explorer 10

might be suspiciodk. If it f

ith caution. Internet Explorer 10 for Windows 7

us software sifes. If it

Internet Explorer 9

Internet Explorer 8

Smartscreen Filter .1 9vx
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VADIPN .DYYNI IR SNPN PNDY PYY INTPVAIN TR ,USB 11 NN nowp porT)
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Pop-Up Blocker in Safari ,Opera pop-ups ,privacy settings for IE ,Firefox Pop-up settings ,pop-ups in Chrome *°
11997 - Adware 01019 mom

11997 - (Phising)» 2

SmartScreen Application Reputation *3

D9V N3N I MYNYN KON DIPI-ILINA TN IR M9nn 1x Anti-Malware nom : nyn

17901 — Py wnn

about.com — 33 Free Cloud Storage Services o»n py >miw mp»ynn m1an nnvw ,nnnTse
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http://windows.microsoft.com/en-us/internet-explorer/use-smartscreen-filter#ie=ie-11
https://support.google.com/chrome/answer/95472?hl=en
https://support.mozilla.org/en-US/kb/pop-blocker-settings-exceptions-troubleshooting
http://windows.microsoft.com/en-us/internet-explorer/ie-security-privacy-settings#ie=ie-11
http://help.opera.com/Windows/12.10/en/popups.html
http://browsers.about.com/od/safar1/ss/How-To-Enable-The-Pop-Up-Blocker-In-Safari.htm
http://he.wikipedia.org/wiki/%D7%AA%D7%95%D7%9B%D7%A0%D7%AA_%D7%A4%D7%A8%D7%A1%D7%95%D7%9D
http://he.wikipedia.org/wiki/%D7%93%D7%99%D7%95%D7%92
http://ie.microsoft.com/Testdrive/Browser/DownloadReputation/Default.html?o=1
http://he.wikipedia.org/wiki/%D7%9E%D7%97%D7%A9%D7%95%D7%91_%D7%A2%D7%A0%D7%9F
http://freebies.about.com/od/computerfreebies/tp/free-cloud-storage.htm
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http://windows.microsoft.com/he-il/windows-8/getting-started-onedrive-tutorial
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- [m] [m] Remote Volu nagement [J
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IDIND I HY PINKD NDOPNND NP2 TN 19N NoTwn Mail Relay -n mdoayn » nprra .1

.(Executables) nx1n »8ap 0¥9onn (ZIP/RAR) >8ap nayn nx oony .2

M2 X595 EMET nbyan mysnNa nnnTh )08 92»0 Nyad N9 mvpno mipa noyan .3
MY TADNN NX TINT 1N MADN MXINII MIP) 1T NP2 VINDD LNDVIPMI SV NN

.CERT-n1nxn 720151 1.0 N1 INYN DD - DONINY 1290 MV TN DNN9NY
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https://cert.gov.il/Resources/best_practices/SiteAssets/CERT-IL%20Best%20Practices%20Full%20Booklet.pdf
https://cert.gov.il/Resources/best_practices/SiteAssets/CERT-IL%20Best%20Practices%20Full%20Booklet.pdf
https://cert.gov.il/Resources/best_practices/SiteAssets/CERT-IL%20Best%20Practices%20Full%20Booklet.pdf
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: MXAN N19onn Binaries Sv nxn nynd (GPO) nvy»mm myHn .4
e %appdata%\*.exe
e %Yappdata%$\*\*.exe
e %localappdata%$\*.exe
e %localappdata%\*\*.exe

. Software Restriction Policy — SRP Sv na7n »1> Sy Binaries Sw nyan ynny .5

: DIV 0NIMNN SRP YN 79010 oo
Block CryptoLocker executable in $AppData%
Path: $AppData%\*.exe
Security Level: Disallowed Description: Don't allow executable to run from %AppData.$%
Block CryptoLocker executable in $LocalAppData.$%
Path if using Windows XP: %UserProfile%\Local Settings\*.exe
Path if using Windows Vista/7/8: %LocalAppData%\*.exe
Security Level: Disallowed Description: Don't allow executable to run from %AppData.%
Block executable run from archive attachments opened with WinRAR:

Path if using Windows XP: $UserProfile%$\Local

Settings\Temp\Rar*\*.exe
Path if using Windows Vista/7/8: %LocalAppData%\Temp\Rar*\*.exe

Security Level: Disallowed Description: Block executables run from archive attachments
opened with WinRAR.

Block executable run from archive attachments opened with 7zip:

Path if using Windows XP: $UserProfile%\Local Settings\Temp\7z*\*.exe

Path if using Windows Vista/7/8: %TLocalAppData%\Temp\7z*\*.exe
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https://technet.microsoft.com/en-us/library/hh831534.aspx
https://technet.microsoft.com/en-us/library/hh831534.aspx
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Security Level: Disallowed Description: Block executables run from archive attachments

opened with 7zip.

Block executable run from archive attachments opened with WinZip: Path if using Windows

XP: $UserProfile%\Local Settings\Temp\wz*\*.exe

Path if using Windows Vista/7/8: %LocallAppData%\Temp\wz*\*.exe Security
Level: Disallowed Description: Block executables run from archive attachments opened with
WinZip.

Block executable run from archive attachments opened using Windows built-in Zip support:

Path if using Windows XP: $UserProfile%\Local

Settings\Temp\*.zip\*.exe

Path if using Windows Vista/7/8: %LocallAppData%\Temp\*.zip\*.exe Security
Level: Disallowed Description: Block executables run from archive attachments opened using

Windows built-in Zip support.

999 NYP MANIN Y393 AWNHNNY INND IN DY WYNN N2V DTN NPIVAN NIDW

$M’223vNNma

AVNND AN MM XY .1

VYIVPNNN VNN IR PNY .2

) DN ,NPATNN MY PIRND NOYINN NIIYNI DONIAPY MNTIP MINDI INMY Y85 Moy .3
Pyoa NINNY »90) UAC-N nna YW NROYN NYNIA XY 1792 9TYN 1T NDIOY WIDP N0 DMP

NN MY MYTNN OPMIRDIL 1NN MPIN INRND (1D NPINA MPATH DINNXD 10
DI MY PYTY DDIN,INTNYN NDIDMA VNSO DI0ID

> DX ,NPATNN 295w TINNY N9¥oNN NI (System restore) *noayn Moy y¥an mod 4

Pyoa NINNY 293) UAC-N nna Yy NROYN NYNIA KDY D702 YN 1T NOWAY v N0 O»P

Windows noyn mpow 2
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http://windows.microsoft.com/he-il/windows/system-restore-faq#1TC=windows-7
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$PMIN NV

: MININ MIIYIN NN YNAY 1N NPRIN DY MITPN PN TNSD 1IN WINPN YN DY NIyl

AVNNN IN A NRY .1

~

NYINND AWNNN NN TN PO

W

YN avnnn v RAM 1 o0 movpn porTn bw (Forensics Image) pnyn x5

Firewall, IPS, AD, Local System logs ¢ 0150 NX (MHNIPX NYI2) MU PIONS .4

.DMDMPY NN NYIN NN DY peap’s N8P IR MY .5

192019 .0TP PMYY MY y¥av mod 1 (VSC) Volume Shadow Copy o»py nmna .6
» 0N ,VSC Snapshots -n nx 9tnwY moid shadow explorer -2 vy mwyd ynv .vssadmin

\VSC Snapshots -1 nX MPNIm Myann AWK 1919 MPIN S DY DIND 19N 72D
10C
Malware -n 5w binaries -n oy
$AppData%\<Random>.exe
$LocalAppData%\<random>.exe

: OONIN registry =129V AN IN TAN WA MINNN DY NN 2D NPINM NN

e HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\R

un "variant name"

e HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\R

un "Variant name <version"<
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https://technet.microsoft.com/en-us/library/cc754968.aspx
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e HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\R
unOnce "*Variant"
e HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\R

un "<Random"<

NNPN NINN DY MANNN TPONN NY

ONN TYNN DMWY DINAP MM 1 Sy PowerShell vapoa vinyw mwyd 1)
: N2n Mpn X ¥ Administrator mxwn oy PowerShell Console byan ,yix15

(Get-Item HKCU:\Software\CryptoLocker\Files).

GetValueNames () .
Replace ("?","\") | Out-File CryptoLockerFiles.txt -Encoding
Unicode

N9Nan
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NIMT NN MTAN NINDI T .NMY DIDITI MIYD TUN DMWY NINDI PV 1910 NPt Y0
DNANINN DINAP NN INDNNA NIYAD 1Y NN DMIDNONN DX9ON D NIV KD ,NMIDN DO
IN DWW DI NI DIV THAY . MINK MDD N DMNITY ,NINDI TN Y92 NNT .Y TPHN NN I8N
NN 20N PANY ,MPNT MHYNI VIPIY ¥ NN DDINNN INYID HYD MYSNHNI NPXN 1PN
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avnnnn "CoinVault” 99151 ncin masn N on Moo 785 Kaspersky nyan bv a1 e

https://noransom.kaspersky.com/static/CoinVault-decrypt-howto.pdf : 1 wopa

:Mwopa Kaspersky nyan bw rransomware decryptor” npinn nmdad smy»n s e
https://noransom.kaspersky.com

;MR ownY nwyw vy oy Cryptolocker npynd FireEye n1anbw qaon e
https://www.fireeye.com/blog/executive-perspective/2014/08/your-locker-of-information-
for-cryptolocker-decryption.html

S MYPA N NVYY 19 y 11 oy TeslaCrypt npind Cisco n1anbw 1aon e
http://blogs.cisco.com/security/talos/teslacrypt

bleepingcomputer anxa Alpha Crypt -y TeslaCrypt mipind nisioy moxwI ymon PIT1Hn e
http://www.bleepingcomputer.com/virus-removal/teslacrypt-alphacrypt- : 7w pa
ransomware-information

:Mwpa EXX, .EZZ, .ECC oxapb TeslaCrypt npin Hw nmoasn nuyad »mdn suo nTind e
http://www.bleepingcomputer.com/forums/t/576600/tesladecoder-released-to-decrypt-exx-
sezz-ecc-files-encrypted-by-teslacrypt

Gomasom 99191 NPT Y17 HY NININ IWN DINIAP NIDINY YD NYY NNONN Emsisoft n1an e
http://tmp.emsisoft.com/fw/decrypt gomasom.exe
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